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State of the art 
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Counterfeit signal and multipath have similar structures 

 

Statistically examine the response of different Signal Quality 
Monitoring (SQM) techniques [2], originally devised for detecting 
the presence of multipath and other faults in the presence of 
spoofing attacks 

 

 These SQM techniques consists in 4 SQM metrics [2]:  
ÁDelta Metric 

ÁRatio Metric 

ÁELP 

ÁMagnitude Difference Metric 

Objectives 
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Spoofing Attack 

The three typical steps of a spoofing attack: 

1: Authentic signal is tracked by the receiver loops 

2: Interactions between authentic and counterfeit signals 

3: Counterfeit signal is tracked by the receiver loops and authentic signal is moving away 
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Interactions Model 
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Originally designed and studied for multipath detection [2]: 

 

Delta Metric :   Ў ὸ
 

 

 

Ratio Metric :   ὙὝὸ
 

 

 

ELP (radians) :  Ὁὒὖ ὸὥὲ ὸὥὲ  

Magnitude Difference Metric: 

    ὓὈ ὸ
 

 

     with   ὼὸ Ὅὸ Ὦὗὸ 

with  the Earl-Late spacing 

SQM Metrics   
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 ELP (Early Late Phase) 
 difference between two angles (radians) 


